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ABSTRACT
Telecommunication technologies are changing at a very fast pace. As a result of the
Internet's growth, new standards are being rapidly developed and vendors are quickly
adopting those standards. Considering such a fast rate of change, interoperability across
vendor equipment can become a concern. To address such a concern, techniques are
presented herein that support an automated means of detecting an index that provides a
"level of understanding" (i.e., an interoperability index) between two devices or routers.
Aspects of the presented techniques encompass the recording of messages and unknown
type-length-value (TLV) artifacts to a log; over the time, monitoring the frequency of
messages and unknown TLVs that cannot be interpreted; developing statistics from same;
and generating an interoperability index. Further aspects of the presented techniques
employ data analysis, machine learning (ML), and artificial intelligence (AI) algorithms.
DETAILED DESCRIPTION
Telecommunication technologies are changing at a very fast pace. Based on the
Internet's growth, several new standards are being rapidly developed and vendors are
quickly adopting those standards. Considering such a fast rate of change, interoperability
across equipment can become a concern.
To address such a concern, techniques are presented herein that support an
automated means of detecting an index that provides a "level of understanding" (i.e., an
interoperability index) between two devices or routers.
Aspects of the presented techniques encompass the recording of messages and
unknown type-length-value (TLV) artifacts to a log and, over the time, monitoring the
frequency of messages and unknown TLVs that cannot be interpreted. Even though simple
features may work across a router, some feature variations may fail due to a lack of an
understanding of the newer capabilities and messages.
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Armed with insight that may be developed from the techniques presented herein,
proactive actions may be taken such as upgrading the appropriate software, replacing the
correct hardware, etc. In brief, aspects of the techniques presented herein support a means
for detecting an interoperability gap between devices (such as routers) based on unknown
messages and TLVs.
As described above, aspects of the techniques presented herein support the
prediction of an interoperability index for individual protocols between two routers.
Figures 1a and 1b, below, present elements of two sample network packet captures.

Figure 1a: Exemplary Packet Capture
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Figure 1b: Exemplary Packet Capture
The sample packet captures that are depicted in Figures 1a and 1b, above, were
facilitated through a network packet analyzer (standing in for real routers) and identify,
among other things, several unknown TLVs.
According to aspects of the techniques presented herein, based on statistics
regarding the unknown messages and TLVs an interoperability index may be identified for
each protocol. The scale of such an index may be defined on a range from 1 to 10, with a
value of 10 indicating perfect compatibility. Data analysis, machine learning (ML), and
artificial intelligence (AI) algorithms may be applied to identify a true index based on the
above-described frequency information and statistics.
Figure 2, below, presents elements of an exemplary arrangement according to
aspects of the techniques presented herein and reflective of the above narrative.
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Figure 2: Exemplary Arrangement
Although aspects of the techniques presented herein may be applied within a single
vendor (against, for example, older and newer platforms or versions), the techniques are
more suitable for interoperability across different vendors. Request for Comments (RFCs)
are typically written very carefully to consider backward compatibility with older protocol
versions. Additionally, the introduction of a new network feature typically includes a
method for ensuring that older nodes will be able to work with a new feature set. Or,
alternatively, such new features may be turned on only after all of the nodes in a network
are upgraded. In reality, situations such as those that were described above are not always
addressed by different vendors. Consequently, the techniques presented herein add a
safeguard and metric to measure interoperability on the ground.
Aspects of the techniques presented herein are not only for the sub-feature parity
detection across routers and vendors. Several other applications may employ the abovedescribed interoperability metric. For example, basic features may work but issues may be
seen in the future based on the enablement of new features or with newer traffic patterns.
An interoperability metric, according to the presented techniques and as described above,
may be published in the traffic engineering (TE) universe so that TE applications (such as
Multiprotocol Label Switching (MPLS) and Resource Reservation Protocol - Traffic
Engineering (RSVP-TE), Generalized Multi-Protocol Label Switching (GMPLS), and
segment routing) can leverage such information while making certain decisions or during
a tie-breaker situation. For example, if one of an Intermediate System to Intermediate
System (ISIS) or an Open Shortest Path First (OSPF) neighborship is not very strong
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(perhaps 50% of the optional TLVs are dropping), tunnels and segment routing (SR) policy
may be avoided on that link. The Internet Engineering Task Force (IETF) RFC 3630
describes extensions to the OSPF protocol Version 2 to support intra-area TE using opaque
link-state advertisements (LSAs). The extensions define a new LSA – the TE LSA – and
provide a way of describing the TE topology (including bandwidth and administrative
constraints) and distributing this information within a given OSPF area. The TE LSA
describes routers, point-to-point links, and connections to multi-access networks (similar
to a router LSA). The link TLV describes a single link and it is constructed from a set of
sub-TLVs. Aspects of the techniques presented herein support adding an interoperability
index (as described above) as part of a new sub-TLV of an existing link TLV. On the same
line, an ISIS-TE extension may also be provided. Since, according to aspects of the
presented techniques, an index is maintained for each protocol (as depicted in Figure 2,
above) this may also be referred to as the Strength of a neighborship (e.g., weak or strong).
Additionally, out of two routers it is also possible to tag a forward (or newer) and a
backward (or older) device.
A conventional method for testing interoperability involves establishing an end-toend topology with a traffic generator. By employing aspects of the techniques presented
herein, only wired connectivity between the routers is required and based on the TLV
statistics (developed as described above) a high-level interoperability index may be
calculated.
In summary, techniques have been presented herein that support an automated
means of detecting an index that provides a "level of understanding" (i.e., an
interoperability index) between two devices or routers. Aspects of the presented techniques
encompass the recording of messages and unknown TLV artifacts to a log; over the time,
monitoring the frequency of messages and unknown TLVs that cannot be interpreted;
developing statistics from same; and generating an interoperability index. Further aspects
of the presented techniques employ data analysis, machine learning (ML), and artificial
intelligence (AI) algorithms.
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